Configuring Spam Filter Settings for Your
PhD E-Mail

Copyright © 2004 PhD Computing

Revision History
Revision v1.0.0 2004-11-11 MRJ
Initial Release

This tutorial explains how to configure the spam filter for your e-mail account at PhD
Computing.
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1. Logging into Web Mall

The spam filtering settings for your account are configurable through our Web Mail interface.

1.1. Getting to the WebMail Main Screen

'['EEI;;I Note

- Thistutorial was written using the webmail interface for our current e-mail system. If you are still
using the old system, replace the link http://webmail1.phdcomputing.net/ with
http://webmail.phdcomputing.net/. If you are unsure which system you are on, you can contact PhD
Computing and we can let you know.

To connect to the Web Mail interface, open a browser (Internet Explorer, Netscape, Safari) and go to
http://webmail 1.phdcomputing.net/.

Once the page appears, you need to login using your e-mail address and password.

) PhD Computing - Login - Mozilla Firefox

Fil=  Edit “iew Go Bookmarks Tab  Toaol:  Help

“;:"l - (=P - *.-(ﬁ_',' ¢ T::f_-\j B - I_] hitp: #Awebmaill phdcomputing.net#sredlogin.php j I@,

__| PhD Computing - Login L'j |

— )- I|

|74 )  COMPUTING

PhD Computing Login

E-Mail Address: [motoko@phdcomputin

Password: |

Login |

Done |¢ d v adblack
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2. Setting your Options
2.1. The Options Section of Web Mail

Once you have logged in successfully, you will be at the mail screen of WebMail. To make any changes, you
need to go into the Web Mail options section. To go into this section, you click the link labeled Options at the
top of the screen. Thelink iscircled in the graphic below.

€Y PhD WebMail - Mozilla Firefox _ O] =]
Fie Edt View Go Pookmaks Tab Tock Hep
. - P ¥ B = | ) Hiip://mebmad). phdcomputing net/src/webmal pho 2| [=X
| PhD WebMail x| |
Folders Current Folder: INBOX . Sign Out
Last Rafrazh: Cermraos Addrecosa Alderat Crbene Yeeareh 1
non aete | Compose  Addresses F.l.].l.@h.%}. sarch  Help
froch folder |
Togale 4All Viewing Messages: 1 to 7 (7 total)
. ]Nggééﬂ Move Selected Toe Transform Selected Messages:
Sent INECX =] _Move | | Forward | Read | Unread | Delete |
Trash ipurgsl|  From o Date @ Subject @
r Money Mail Mon, 10:03 pm [NOT SPAM? EMAIL: support@phdcomputing.net]
Make Monev ...
- John Simeons Wed, S:04am  Ee: help install
O AMG - allmusic Mon, 1:48 pm  +AMG New Belease Newslaetter - 10.19.04
I jalona3@att.net Jun 11, 2004  +BRe: CYGWIN-SSHDYSSH on WEE
I Hitesh Sukhani May 146, 2004 + Tanjou Tenge
M Michasl Johinson Maon, ©:08 pm Live Linux CDs
I~ Michael Johnson Mon, 9:07 pm  E-Mail Setup Instructions
Togals All Viswing Messages: 1 to 7 (7 total)
| Done 150 | Adblock |

2.2. Navigating the Options in Web Mall

The Options section lets you set up how Web Mail will work for you and other configuration options. The two
sections we are interested in are Personal Information and SpamA ssassin Configuration.
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Compose Addresses Folders Options Search Hslp

Options

‘W information about  You can change the way that SquirrelMail

yours=lf such as your name. your email leoks and displays information ko you, such
address, ste. as the colors, the languags. and othar
settings.

Based upon given criteria, incoming These settings change the way your
messages can have different background folders are displayed and manipulated.
colors in the message list. This helps to

easily distinguish who the messages are

from. especially for mailing lists.

The order of the message index can be white/black
rearranged and changed to contain the lists and customize your spam scoring
headers in any order you want. rules.

Here you may sst up how your personal This configurss settings for playing sounds
dictionary is stored, =dit it, or chooss andfor showing popup windows when new
which languages should be available to you  mail arrives.

when spell-checking.
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3. Editing your Personal Information

Before you can set your spam settings, you need to fill in the personal information the settings require. To edit
these settings, choose Personal Information from the Options section.

Y ou only need to fill in the top two items for configuring your spam filter settings. Please make sure your
e-mail addressisfilled in correctly, or your custom settings will not work.

Compose Addresses Folders Options Ssarch Hslp

Options - Personal Information

Name and Address Options
Full Mams: [Maotoko Aoyama
Email Address: [mooke@phdoomputing net
Feply To:|

Signaturs:

Edit Advanced [dentifiss (discards changss mads on this form
20 far)

Multipls Identitiss:

Timezone Options
Tour current timezone: [Same as server =]

Reply Citation Options
Reply Citation Style: [No Citation =]
Usar-Dafinsd Citatmnl
Start:

Uaer-Definsd Citatianl
End:

Signature Options
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4. Configuring the Spam Filter Settings
4.1. Understanding the Spam Filter

Before making any adjustments to your settings, it is important to understand how the Spam filter works. This
section will explain the settings and the background information you need to set the spam filter to what you
need.

4.1.1. The White/Black List

The most basic feature of the spam filter isawhite/black list. Y ou can put individual addresses or full domains
on the list, either allowing them to bypass scanning, or to prevent you from getting e-mail from them.

The whitelist is a very handy feature. If e-mail from someone you know keeps being caught as spam, you can
add their e-mail address to your whitelist, preventing the spam filter from examining e-mail from them in the
future.

You will not likely have to use your blacklist. Please remember that most spammers use random e-mail
addresses, and that a blacklist will not be effective because of this. Y ou should only blacklist e-mail addresses
that regularly send e-mail you do not want.

4.1.2. Spam Scoring

Our spam filter assigns a numerical score for each e-mail that it scans. This score shows how much similar to
spam the e-mail is. A positive number means the e-mail has features that make it similar to spam. A negative
number means the e-mail has features that make it similar to alegitimate e-mail. Each test it goes through adds
or subtracts points, resulting in afinal number.

The filter has two thingsit can do to e-mail. It will mark an e-mail as possible spam if it reaches a certain
positive score number, and, if it reaches a higher score, will discard the message. Y ou can control which scores
are used for these behaviors.

Please remember that a higher score meansthe e-mail is more like spam, so if you set higher numbers for your
score, more spam-like e-mail will get through. Setting lower numbers will tighten your settings, allowing less

spam-like e-mail to get through. Remember that too low of a number will block good e-mail, and too high of a
number will alow spam through. Y ou will need to experiment with the scores to get the numbers right for you.

4.2. The Spam Filter Configuration Page

The SpamAssassin configuration page is the section where you will be able to make any the changes to the
spam filter that you need. There are alot of options on this page, so please read the sections carefully.

To change your spam filter settings, choose SpamAssassin Configuration from the Options section.
If you forgot to enter in the personal information the filter needs, you will see a screen like the below image.

Notice the red "Error" text at the top of the screen. If you see this, please confirm you have completed the steps
in the "Editing your Personal Information” section of this document.
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T JPhD '‘WebMail - Mozilla Firefox M= E3:

Tab  Tool: Help .
] it waebmai phdcomputing retsrcwebmal php '
%

Compose Addresses Foldsrs Options Search Hslp

Error: Please fill out vour Personal Information including Name and Email
Address under Options

Compose Addresses Folders Options Search Help

COptions - SpamAssassin Configuration

Personal Allow / Deny Addresses List
Address Twvpe Priority Action
Mo Personal Addresses Defined

Add New Address

Address: | _ Examples
Type: IWI'IIaIial i :riend@aul.cnn white{ist 7 {cum{ete address# oF

R riend whitelist 7 {complete part befors domain
Priority: Iﬁ @aol,.com blacklist & {domain only including the @}

Whitslist Everyone In Your
Address Book

Description

Whitelist / Blacklist Priority

The priority determinss the arder of the list with the

somnraly sbammimer sk e firsk mssbalimes s elelmsees Tanss = e ) vt )

| Here you may list the addresses you

Once everything is ready for configuring the spam filter, the configuration page will look like the image below.
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Options - SpamAssassin Configuration
Global Address List
Personal Allow [ Deny Addresses List
Address Type  Priority Action
No Personal Addresses Defined

Add New Address

Address: | Examples

Type: [whitelist =] friendaaol.com whitelist 7 {complete address) oR )

Priorit Iﬁ frisnd whitelist 7 {complets part befors domain)
ority: amzal. com blacklist & {(domain enly including the a)

Whitelist Everyons In Your
Address Book

Description
Whitelist / Blacklist Priority

. The priority determines the order of the list with the
,E?:; é’r; :rrgf‘gclgsatn?fhiigrfgﬁeiggu search stopping at thg first mat.chingladdr\ess. Overl.appipg
to block. Please keep in mind that addresses should be listed from specific to general. E.g.if
spamme:m often have throw-away or youwant to allow ans person from asl to mail you and
fake addresses so blacklisting these block everyone else you would use two rules. The higher
is pointless. The listad addrasses pnlm'}t_v one set to whltelllsl: friendéacl.com and a I{?wer
appear in the same order as they will priority one set to blacklist @acl.com. The ssrver will
be applied by the mail server. Please rmatch the specific highsr priority address first and end the
read the section on priority to szarch. Addresses that ares whitelistad for: thl—alwhole
understand why this is important company appear above with the lewest priorities.. your

* settings can always override the global ones.

Message Scoring Policy

Your Current Policy Tag Level Kill Level
Default & 12

Predefined Policies

{Click To Salect Tag Level Kill Level

Heavy Filtering 5 10
Default & 12
Default - Tag, But Never Block a Soo
8.57.8 @5 78
Permissive 10 20
Mever Tag and Never Block i) So0
Define Custom Policy
Custom Policy — — L setcusion Poley |
Description
Policies Tag Level Kill Level
Tou may sslect from one of The tag level is the The Kill Level iz the numerical
aeveral pradefined scoring numearical scors raquired  scors requirad to prevent delivery

policies or you may define vour toidentify a message as of a message at the server. This
owr, Each email is assigned 2 being spam. This will cause level should e hagher or equal o
numerical scors based on the  *SPAMY to be added to the Tag Level and high enough to

characteristics it shares with  sulyjsct line and the avoid cabching legitimate email. Ag
those common to spam. H-Spam-Flag header to be  your custom whitelist grows you
set to YES. should adjust these two levels to

tag and block mors spam.

8
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In this dialog, each major section is divided by a colored heading. Each of the headingsis explained below.
4.2.1. Personal Allow / Deny Address List

Any e-mail addresses that you have added to be blocked or allowed will appear in this section. Y ou will see the
address, what type of entry it is (blacklist or whitelist), the priority it has, and any actions you can perform on
the entry (Edit or Delete).

4.2.2. Add New Address

This section allows you to add new e-mail addresses to your whitelist and blacklist.

The e-mail address can be awhole address or part of an address (such as adomain). Using something like
"Jjohn@express.com” will only affect mail from that specific address. If you want the entry to work for al mail
from express.com, you would want to enter " @express.com”.

The type entry lets you choose which list you want the address on. Whitelist makes the entry above be never
considered spam. Blacklist will make the entry above aways be considered spam.

Priority lets you choose how the rules affect each other. A lower number does not count as much as a higher
number.

Using different priorities let you make up some complicated rules. For example, adding "belanna@aol .com™ to
the whitelist with a priority of 8 and " @aol.com” to the blacklist with a priority of 7 makes the spam filter

consider an e-mail from belanna@aol.com valid mail, but e-mail from any other aol.com address is considered
Spam.

4.2.3. Message Scoring Policy

This section allows you to customize the scores used to determine what mail is considered spam.

Please make sure you understand how the point system works before changing the scoring rules. Using the
wrong settings can either block valid mail, or be ineffective.

If you want to turn off all filtering, select the "Never Tag and Never Block™ setting.

Y ou can a'so create your own score levels in the custom policy section if the presets are not to your liking.




